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Problem Statement

* User I/O is important
* Input controls system / output contains sensitive data
» User input/output makes security decision

* Many attack points on the systems
* Neither isolated nor protected
 Attackers modify / inject / eavesdrop |I/O data



Thesis Scope

* Building trusted user I/O path in computer systems
* Do not let attacker intervene in the I/O path

* Approaches
* Analyze systems’ user I/O paths and threats on them

* Build security mechanisms to block attack pathways by guaranteeing:
* Integrity
* Confidentiality
e Authenticity



Thesis Topics

* Integrity of User Input
e Gyrus — authorizing network traffic output using user input information

* Confidentiality of User 1/O
* M-aegis — providing end-to-end encryption of user I/O in messaging apps

e Authenticity of User I/O

* Ally attacks — presenting attacks caused by missing authenticity check

e Assurance of User I/O
* SGX-USB — establishing a secure USB I/O channel in Intel SGX



Gyrus: Protecting the Integrity of User Input

Send $1.00 to — Send $1.00 to
Yeongjin — Yeongjin

Processing...




Motivation

e User controls system by supplying input

* Think a computer as a function:
* On user’s input, there will be an output

—

* Can we make a system that only generates a “correct” output that
correspond to the input?



Matching Network Output to User Input

 User types ”"send $1.00 to Yeongjin”
* Expected network output: send $1.00 to Yeongjin

* A malware in the system can alter the value of network output
* Malicious network output: send $1000.00 to Bob

* But, user input has the correct values Send $1.00 to Yeongjin

Can we use utilize user inputs as basis for
a correct behavior to block attacks?
E.g., only allow the traffic that matches with user input




Related Work

* Use Timing Information for User Intent Detection
* BINDER [Cui et al., ACSAC ‘05]
* Not-A-Bot [Gummadi et al., NSDI ‘09]

* Method
* Monitor physical keystroke/mouse clicks
* A network packet sent within a short-time after user action is user intended

y Tnetwork - Tinput < Tthreshold
* E.g., packet sent 500ms after user’s action



Related Work

* Use Ul Widget for User Intent Detection
e User-driven Access Control [Roesner et al., Oakland "12]

* Bind permissions with Ul widget
* Only grant permission to resource if the user clicks a widget

@) @ oto 7 umk 52| (0) [N vome | ]
: P Select an image file
M _ Choose File | N) file
- Or upload ¢
['ext: Payrent! @ Send SMS
Date: 2011-11-09 Monthly - Live Meeting

@ Siri A Meeting Recording




Use On-screen Text as User’s Intention

* New security policy: What You See is What You Send (WYSIWYS)

* Assume on-screen text is user-intended input
* Only allow outgoing traffic that matches to on-screen text

é

| Send Yeongjin, $1.00
Yeongjin / &l S o
$1.00

r— "™ Send Bob, $1000.00 ()




Examples

* We can infer expected network output from on-screen text

£ Request to https://www.paypal.com:443 [23.208.2.234]
Send Money

You can pay for purchases and services or send money to friends and family. t Forward J [ Drop J [ Intercept ] l Action J Comment this item @

j RawT Params T Headers T Hex ]

Connection: keep-alive
Content-Type: application/x-www-form-urlencoded
Content-Length: 626

What are you sending money for? ? INXlliZ_05NdFSI'I IpaV9TcRYNLL_Gime9XgEZ zWKQeV0&cm
*) I'm paying for goods or services POl il, out=USD&email ac Inp
s recC
SaLlt= &CpS success=ralsesar r coun ry code=

(¢) I'm sending money to family or friends

$0.00 USD fee if you use your PayPal balance and/or a bank account. ent SeleCt ac Input &rece

$0.33 USD fee if you pay using your credit or debit card. US&country “selected= &re01p1ent name==§amos ount ccode =UsD&good

s _services fees=%240.00+USD&payment type= FF&oan paypal fees=%240.00+U

Continue sD&credit deblt fees=%240.33+UsDadomain name=www.paypal.com&submit.x=C

ontlnue&js check=enabledsauth= AXhTWFLBSAt7b400xRLoOl3lFmedLMQFap8FDFT
zLGCGWUwynvOGFXGwnt1-A-aoW0Z8WCsB5IHORS1YZEobhwaform charset=UTF-8 v

User Input Network Output
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Cases of WYSIWYS

* Internet Messenger
* Messaging, e-mail, etc.

e Submitting text-forms
* Online banking, online social network (facebook), etc.

* Not WYSIWYS
* Uploading files
* Encrypted traffic -> Man-in-the-middle proxy can handle standard
encryption(TLS)



Threat Model

* Not trusted
* OS and all lower privileged programs

e Trusted

* Virtual machine monitor and programs in domO
* Input devices
* Display device

* No physical access to the machine



Design

* Capturing User-intended Input
 What you see

* Monitoring Network Traffic
 What you send

* Protecting Security Monitor
* A secure way of matching what you see and what you send



Read On-screen Text from Ul Elements

 UlAutomation

=) "Title of the message” window
- "UIRibbonDockTop" pane

=-"" pane
= "NoteWindow" window
=-"" pane
=-"" pane
=-"" pane
=-"" pane
--"" pane
=-"" pane
=)- "Editor” pane
--"" pane
=- "file://C:\Use
+- pane
=-"" pane

+{"Send this message now" button |

#)- "Select Contacts” button

#)- "Show Cc Bec"” button

B9 V1 1§ = |Title of the message (o|[®@][=]
@

Message Insert Options
al = 5 Hv
O =8 a¥

Send Encrypt Digitally Encoding
later sign

Tools

To... Itest@account.ccm |

P

Send Subject ITitle of the message

Show Cc & Bcc

Hi,
This is my message to sent out...
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: "LIVEMAILCOMPOSE",

o o . "EV : "LCLICK",
Per-application Signature
: "BUTTON",
"Send this message now"
- "Title of t ssage” window . "
+| .-TJTPib:CT;C;_JTZp.- |:an<:e H D )] 1 1 = |Title of the message o || =] =R ST
=" pane Message Insert Options L2 . "EDIT",
- "NoteWindow" window I~ v : "To:"
3" pane J =8 =R a¥
=)-"" pane Send Encrypt Digitally Encoding 2 .
5" pane later sign { : "EDIT",
L ™ bane NAME" : "Subject:"
--"" pane
=" pane To... test@account.com
-)- "Editor” pane » - =
L. " bane Send | Subject |Title of the message Show Cc & B
= "file://C:\Use —
+ pan& . ‘I:"E" . { n
L " bane Hi, : "+2.value",
++["Send this message now button | This is my message to sent out... ‘B" : "+3.value",
— - "P-1CCCCCCCCC.value”
- "Select Contacts” button
#-{ Subject:” edit "p . { ’
#)- "Show Cc Bcc" butten THOD" : "SEND",

:

lIAll R
vN:! : IIBII’
llcll




Monitoring Network Traffic

* Deep packet inspection
» Redirect network traffic into a proxy, then inspect the content

* Encrypted traffic
* Use man-in-the-middle proxy to decrypt, inspect, then encrypt again

e Text transformation

* We can apply same transformation to the user input
e E.g., "Hi there” -> Hi%20there



Monitoring Network Traffic

e Use database to store user interaction data

' Send $1.00 to Yeongjin Processing..  Send $1.00 to Yeongjin

e Query (Paypal, $1.00, Yeongjin)
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Protecting Security Monitor

* Modern malwares have the highest privilege in OS (i.e., root)
* To monitor the system, we need more higher privilege

* Virtual machine isolation
* Hypervisor isolates security monitor

* User VM cannot attack security monitor

* Security monitor can inspect User VM
through Hypervisor

Security Monitor

Hypervisor




Data from User VM is not Trustful

e UIAutomation data from User VM

e Attackers can alter the data
* On screen: send Yeongjin $1.00
* On Ul Element: send Bob $100.00
* The system will catch (Bob, $100) instead of (Yeongjin, $1.00)

Yeongjin
$1.00
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Security Overlay

G { < ’M hitps:/inail.google. comimailuDitdratts/13e5¢ © ~ @ C || M Compose Mail - t1457664..,
+You Search Images Maps Play YouTube News Gmail Drive Calendar More -
G()\ ,SIC “ 11457664@gmail.com ~
Gmail ~ SEND save Now Discard Labels + Draft autosaved at 4:48 PM (12 minutes ag
COMPOSE _ A
somehody@amail.com I
Inbox (25) Add Cc Add Bec
Starred & : ‘
Important Type subject here
Sent Mail Attach a file
3:3::5'(6) B 7 U T-+-A-T-@edi= = E = 9 CheckSpeling~
E = = I «Plain Text
L ¢
¢ httol Hello,

Search people Secure Overlay UT is placed on top of screen of the Guest VM.
o TestAccount Fo.

asdf It supports Text,

:Z:: along with selection as well.

Yeongjin Jang

[ v
< >

Combined Screen




What You See == What Monitor Captured

e Receive Ul data from untrusted VM

e Re-draws all editboxes in secure domain
* Draw at the exactly same location, size, etc.
* Update text on each change (Autocomplete)

e User will only see the data at the overlay

* Make sure our security monitor correctly
capture the intended text

e M https: #nail google comimailuicratis/13e5¢ © ~ @ C || M Compose Mail - t1457664..

Calendar More ~

ou Search Images Maps Play YouTube News Gmail Drive

Google

E 11457664@gmail.com

Draft autosaved at 4:48 PM (12 minutes ag

G""\a ‘ v ﬂ SaveNow  Discard  Labels~
COMPOSE A
somebody@amail.com
Inbox (25) Add Cc Add Bec
Starred
Important Type subject here
Sent Mail Attach a file
51?[:5 (6) B 7 U T-T-A-T-@eo}=i= E = 9 CheckSpeling-
E = = T, «Plain Text
http el
Secure Overlay UL is placed on top of screen of the Guest VM.
TestAccount F
asdf It supports Text,
test . :
st along with selection as well.
Yeongjin Jang
™ v
< >
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Gyrus Workflow with

Matched!

Craned A~

J T History TOpuons ]

7 Request ta https://www.paypal.com:443 [23.208.2.234]
L Forward J L Drop J " Intercept ... | Action Comment this item
J RawTParams THeaders THex ]

PNTcMTtQfrJuad iwEnWXQ6yNxfq=FVrlipEcnH2 7Fb2ghDVTRpYk3cuhAN9QcyPsG, xGS
EZ1Vs3H-7WoM2 0eKhF4phAEyxboW9DeNgeMPKVvMc35USICjcZAaJfHO7_1lyy9QCzh0M8tm
RF7R02JWz10Z7-Z2S0WFdJeviCZbmgwv805gaWHaTIZEbFzRcR61EbmbOmMMCMOQzHMS iRV
otuarHGKrfJDOHW3T1aXgIOXIXI1XOUm eUH3YtUYH54JXTwEc31Au70£fl;
tcs=main%3Aepmt$3Asend%$3A%$3Astart$7Csubmit.x
Connection: keep-alive

Content-Type: application/x-www-form-urlencoded
Content-Length: 626

CONTEXT=X3-7SZn2ExXucINx11iZ O5NdFsrIIpaV9TcRYNLL GiOym9XgEZzWKQeVOkcm
d=_flowssender_ email= =blue9057%40gmail. com&currency oMt=USDsemail agInp
ut= yeongjlnjanggrad%40gmall com&emailsyeongjinjanggfads40gmall.comhrec
ent_select_acInput=s&recent_select=&cps_sSUCCessS=rajysesrtry country code=
US&country selected= &rec1p1ent name=gamouni:=1.00#amount_ccode=UsDsgood
s_services_fees=%240.00+USDapayment_type=FF&abank paypal fees=%240.00+U
sDacredit deblt fees=%240.33+UsDadomain_name=www.paypal.com&submit.x=C
ontlnue&js check=enabledsauth=AXhTWFL85At 7b4 0 0XRLoO1 31 FmDwdLMQF ap8FDFT

ZLGCEWUWynvOGFXGwnt 1-A- aoW0Z8WCsB5IHOR51YZEobhwsa form charset=UTF-8 v

~——

Paypal

“ACTION” : “Paypal Send”,

“Amount” : “1.00”

“Recipient” : yeongjinjanggrad@gmail.com,

Authorization Vector

Auth |,

Security Monitor VM

DB

Network
Monitor

a

Security Security
Monitor Overlay

A

y

¥

safessssEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEy
sArnnnadamnnnny

Guest VM

Network
Application

(e.g, Paypal)

Ul
Monitor

Hypervisor

Network Device

Input Device
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Application Examples

ST EHDC0 Y § =1

| W— | P | N ]
Insert Options - t1457664@gmail.co... * {0 9.8 593
$© v
Cliipboard|| B | 7 | U abe % *| & -||A - 1-500f53 < > Q-
Font

cial - ® Promotions

E o ’gyrus@gyrus.blueleS?.com
Send | Subject “Some subject will be here

This is the content of e-mail.

It supports Rich-text, colors, text-s

ail too.

Thanks,

e e e e

+v 10~ B 7 U

This is human-typed message




Evaluations

* No traffic can go out without having proper user interaction
* All transactions sent from malware was blocked

e Attacker can still launch denial of service attack
* Fail-safe: no attack traffic can go out

* Negligible overhead on interposing user input and network
monitoring
* Adding 34ms of delay on click
* ~50ms of delay on webpage load, 3% overhead on bandwidth



M-Aegis: Protecting the Confidentiality of
User Input/Output

gwer tyui op

as d f g h j kI

£ zZz x ¢ vV b nm «
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The Status Quo: Encryption for Messengers

Encrypted so Can you Are past comms Is the code Is security

Encrypted : verify . open to n

in transit? the,provge_r? contacts’ iecure if y°'fr ,  independent ge5|gn pro%e_:)rly
can’t read it’ identities? eys are stolen? review? ocumented?

Facebook chat

Google
Hangouts/Chat
"off the record"

%
- QO
0

SnapChat
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Standalone Solutions

* Protect data confidentiality
e Good isolation from untrusted entities

* Examples:
* PGP, Pidgin, TextSecure, SafeSlinger, FlyByNight, etc.

* Problem:
* Requires open protocol
* Do not preserve user experience

O 0060e404a9@jabber.calyxinstitute.org

Conversation Options Send To  OTR (_)

‘U
‘m
[

\_} 0060e404a9@jabber.calyxinstitute.org

LU nedr o you

8 (12:57:52 PM) The privacy status of the current conversation is
now: Private

(12:59:59 PM) pluto2 @wtfismyip.com/anonymous: great, all set

(1:03:20 PM) 0060e404a9@jabber.calyxinstitute.org: Now that we
can speak freely, I've been wanting to ask you if we're out of milk or
if I should pick some up at the store while I'm here

(1:03:31 PM) pluto2@wtfismyip.com/anonymous: let me check...

(1:03:49 PM) pluto2 @wtfismyip.com/anonymous: we're good on
milk, but can you get some chips?

(1:04:22 PM) 006040429 @jabber.calyxinstitute.org: Sure!

[A|Font | dk Insert | () Smile! | () Attention! & Priva

m

te
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Browser Plugins/Extensions

* Provides transparent integration with applications of interest

* Examples:
* Ghost for chat, TrustSplit, NOYB, SafeButton, etc.

A ?mm “ Ghost for Chat
P wsr-:-"‘.":rsy».(;z ‘)

* Problem: Only applicable to web applications.

. . . Control Your Facebook Chat Visibility
* How about native apps and mobile devices?

28



M-Aegis: Design Goals

e Targets native applications and mobile devices

* Offer good security
* End-to-end encryption, and strong isolation from untrusted entities

* Preserve user experience
* Transparent interaction with existing apps

* Does not require protocol reverse engineering
* A sufficiently general-purpose approach

e Qut-of-scope: Key exchange
* We assume key exchange can be done by other means (out-of-band).



Threat Model

e Untrusted parties:
* Service providers
* Client-side apps
 Middle boxes between a service provider and the client-side app

* Trusted components:
 Hardware, OS
* Soft keyboard
 Components of M-Aegis



M-Aegis Architecture

last seen today at 3:54 PM

Do you have time for chat?
fas
403 PM
Let me know when you are available.
has

4:06 PM

a s d f g h j k

4~ zZz x ¢ vV b nm e«
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M-Aegis Architecture

e Ul Automation Manager (UIAM)
* Gives M-Aegis the context of the screen

* Provides information to correctly render mimic GUIs on L-7.5

* Relays user touch to the underlying app

Ul Automator Viewer

= @

= s» Primary ~>

mimesis.aegis@gmail.... +
Gmail Team 1243 PM
G Stay more organized with Gmail's inbox
[image: Google] [image]Hi Mimesis Gmail's
Gmail Team L
G The best of Gmail, wherever you are — [image
Google] [image: Nexus 4 with Gmail] [im
Gmail Team EE IR

Three tips to get the most out of Gmail
[image: Google] [image]Hi Mimesis Tips to g

H A
4
4 (0) FrameLayout [0,0][768,1184]
4 (0) View [0,0][768,1184]
4 (0) FramelLayout [0,50][768,146]
4 (0) View [0,50][768,146]
(0) LinearLayout {Primary, mimesis.ae
4 (1) LinearLayout [432,50][768,146]
(0) TextView {Compose} [432,50][5
(1) TextView {Search} [544,50][656
(2) ImageButton {More options} [6
4 (1) Framelayout [0,146][768,1184]
4 (0) View [0,146][768,1184]
4 (0) Framelayout [0,146][768,1184]
4 (0) Framelayout [0,146][768,1184]

4 (0) RelativeLavout [0.14611768.1 ¥
< >

Node Detail
index

resource-id

com.google.android.gm:id/searc|
class A

package com.google.android.gm
content-desc Search

checkable false

checked false

clickable true

enabled true

focusable true

focused false

scrollable false

long-clickable true
password false
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M-Aegis Architecture

* Per-Target Client App (TCA) Logic WA assiry P
* Processes Ul tree to determine a TCA’s current Ul state g oo e timeforehat -
¢ Draw Ove rlay fOr en/d ecryptiOn a Let me know when you are available.

* Editbox for message, etc.
e ‘Send’ button
» Display decrypted string for an encrypted message
gwer tyui oop
a s d f g h j k|

&~ zZz x ¢ vVb nm &«

. Done
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M-Aegis Architecture

* Searchable Encryption Scheme

* Easily-Deployable Efficiently-Searchable Symmetric Encryption Scheme
(EDESE)

* Main idea — tag the encrypted text

 Utilize bloom filter (BF) to “collect” keywords.
* Problem: email providers don’t support BF tests.
* Solution: cleverly encode BF in such a way that it is searchable by simple string matching.



M-Aegis WhatsApp Workflow =

* 1. Do key exchange with a friend

* 2. On entering the messaging Ul,
TCA detects recipient information

* Retrieve the correct key to use

e 3. TCA will detect encrypted
messages, and decrypt them then
display on the overlay

* 4. TCA will overlay editbox and
send button and send encrypted
message on clicking the button

a

4>

Do you have time for chat?

Let me know when you are available.

wer tyui oop

s df gh j k. I

Z X ¢ Vb nm e«
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M-Aegis Gmail Preview

B opapaee

w Primary ~>
| 5 mimesis.aegis@gmail.... e, Q

me 11:41 AM

(BIRRE S AR5 A AR R R4
SEU BT ST — Sk SRSle.

) me 11:41 AM

(MR B E S IF AR R K= Te I A e
HIE TR MRS R a0} — RIS ERT9EE...

) me 11:40 AM

{BE#t T AT S IRFE R VR Bk P iR SR R A 76 e
B FETE T AW BREERIE) — 2FA4E2RTE40..

me 11:40 AM

G RS R S R R
HIFE TSR R R IS L)  s5ia0E (AR, 0

me 11:40 AM

(SRR R A S SRR
BRSBTS EREIE) — 557608, 0

rme 11:03 AM
(BRI SRS K IR S A I R AR
SESSSERERERN) — TSR . W

me 10:59 AM
Hello — Clear email 1/\47

B EEEEEB

™ Primary ~>
| mimesis.aegis@gmail.... e, -

»me 11:41 AM
maxing out the screen this time - six ﬁ
»me 11:41 AM
test the robustness of system - going five i\\?
»me 11:40 AM
the subject gets longer - four i?
»me 11:40 AM
three words subject - mimes i}
»me 11:40 AM
longer subject - content doesn'’ i\z
»me 11:03 AM
great - encryption t i\\?

me 10:59 AM
Hello — Clear email 1/\47
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Performance Evaluations

* Experimental Setup:

e Stock Android phone (LG Nexus 4)
* Android 4.4.2 (Kit Kat, APl Level 19)

* Preview Encrypted Email:
* 76 ms to render plaintext on L-7.5
* Well within expected response time (50 — 150 ms)

 Composing and Sending Encrypted Email:
* Used Enron Email Dataset

* With longest email:
* 953 words, of which 362 are unique
e 205 ms to encrypt, build the search index, and encode



Limitations

* Social engineering attacks (phishing)
* Only handles text-based apps
* TCA-logic update is required if the app updated the Ul



Ally Attacks: On the Importance of checking
the Authenticity of User 1/O




Traditional User |/O Paths in OS

App
App Input
Ouptut Handler
A
(0N
v
; Regular
Screen Input Devices

Output



New User |/O Devices in OS —
Accessibility (ally)

* Voice commander
* Receives user input from microphone

e Screen reader
* Send Ul output to ally system as well as output display

* On-screen keyboard
* Generates key clicks by software

* etc.



Ally Added New I/O Paths to OS

Click
))) Continue!

You'll need to provide administrator permission to copy to this folder

| Sysprep
Date created: 6/15/2013 2:28 PM

v | More details

Assistive Technology App
Process Process App Input
Input Output Ouptut Handler
A A : AT
E E (RN (I l: E
= Ally :
> Library
os
¢ !
Ally Input
(Voice)
—>
Original /O path Regular
............................... Screen .
Alt. input through ally Output Input Devices
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A Malware Can Attack Ally

Click Assistive Technology App
) Continue!
Process Process App Input
_ Input Output Ouptut Handler
A A = A%
(RN (Il:
Ally
> Library
A
os £
You'll need to provide administrator permission to copy to this folder
" - ! Play audio: click continue |,

Date created: 6/15/2013 2:28 PM A 1 1% p ut
L e

Original /O path Regular

.............................. > Screen |nput DeVIces
Alt. input th hall
input through ally Output

v | More details




A Malware Can Directly Send Command

Click Assistive Technology App
) Continue!
Process Process App Input

_ Input Output Ouptut Handler
A A : A7
E E mm ("-
= Ally
> Library
: k

os : Y/
You'll need to provide administrator permission to copy to this folder .'
spre v
] L é};tpe crpeated:ﬁﬂ 5/2013 8:28 PM Y

Ally Input
(Voice)
—_—>

Original /O path Regular

.............................. > Screen |nput DeVIces
Alt. input th hall
input through ally Output

v | More details




Security Implications of Ally

* Creates new I/O Paths
 Ally allows a program to send an input event to the application
 Ally allows a program to read an output of the other applications

A (malicious) program can pretend as a user
if systems miss security checks on ally inputs
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Security Analysis for Ally

* Objective
* Check OSes if they are secure under ally attacks through new I/O path

* Method
 Test security checks from the component
* At assistive technology level (e.g., voice commander)
* At OS level
* At App level



At Assistive Technology (AT) Level

Authenticate the input

Is the voice from real human?
If not, machine can access it!

Is the voice matched with registered user?

If not, any other human user can access it!

Assistive Technology

Process
Input

oS

Process
Output

App
App Input
Ouptut Handler

Ally
Library

d

Ally Input

(Voice)

47




Attacks on Voice Commander

Siri’s Lockscreen Bypass A
Growing Privacy Issue For iOS
Users

In less than 30 seconds, anyone with access to an Apple iPhone or iPad
can extract a lot of personal data using Siri, Trend Micro says.

Security vendor Trend Micro has sounded the alarm once again on a
continuing issue with Apple’s Siri digital assistant that lets anyone with
physical access to an iOS device to interact with it and easily extract data
even if the device is locked.

In a blog post today, security researchers from the company said it takes just
30 seconds for someone to extract names, phone numbers, and calendar
entries -- or even post to a connected social media account -- from a locked
iOS device using simple voice commands.

“A locked device should not disclose the owner’s identity and contact
information, as well those of the owner’s friends, family, and contacts,” the
researchers wrote. “Siri bypasses this and provides detailed information and
other functions on a locked mobile device.”

"Search Twitter”

What would you like me to
search for on Twitter?

"@Yahoo.com”
| found some tweets:

Twitter

10+ tweets matching @Yahoo.com

el Py C e Mt

PN N e ™ e T e N
oW e e =l'i- u R

X B . J.. ssedyahoo.com

| 5 B Rl et

Dhanzfarro @dhanzfarro

Who have this imei ?
Email; c*oerreen @yahoo.com

U

:IL |

N T XN N g e, X g
SR LEF LR R R |
= B R as.@yahoo.com hity

= X

- -
=

4/4/2016, 2:49PM
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At OS Level

—
—)
|( \}/
Access control is required

Assistive technology allowed to access ally?
If not, any program (possibly malware) can access it!

Assistive Technology

Process Process

Input Output

App
App Input
Ouptut Handler

e >

Ally

Library
oS

)
Allﬁput
(Voice)
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At Application Level

You'll need to provide administrator permission to copy to this folder

| Sysprep
‘ Date created: 6/15/2013 8:28 PM
':" ontinye Skip Cancel

v | More details

Distinguish User input from Ally Input

Do not allow to perform security sensitive Ul!

Assistive Technology App
Process Process App Input
Input Output Ouptut Handler
A
Ally
Library  frereeeereseeresedd
oS

Y

Ally Input

(Voice)
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Permission Views in 10S

“Google+” Would Like to
Send You Push Notifications

Notifications may include alerts,

sounds and icon badges. These can
be configured in Settings.

Don't Allow

Confirm Your In App
Purchase

Do you want to buy one 24 Gems for

$4.997

Cancel Buy

A malicious app can click this!
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Ally Output Have a Conflict with System
Features

* Visual feedback as accessibility
* No tactile feedback in touch-screen devices
* To reduce typo, OS provides visual feedback =
* Assumes only user can see it

* Existing feature breaks its security
e Screenshot!
e jOS6: Private API allows screenshot
* Windows: no restriction at all
* Android: screen recording permission

ally_email_account

Stay signed in Need help?

password is here LN
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Attacks on Missed Checkpoints

 We found 12 new vulnerable points
* Windows (3)
e 2 Privilege escalation, 1 password leak
* Linux (2)
* Bypassing process boundary, password leak
* iOS (4)
* Bypassing sandbox and authentication
* Privilege escalation, Password leak

* Android (3)
* Bypassing sandbox and authentication
e password leak



No Authentication for Alternative Input

* Any user, or a program can send voice to Siri

e Simple authentication is not enough
* Liveness check
* Challenge-response

* Vendors cannot ignore practical issues
* Computational power
* Power consumption
* etc.



Weak Access Control on Ally Libraries

* Windows: None
* Ubuntu: None

* OS X: None

* I0S 6 : None

* Android:



Compatibility Makes the Confusion

Event Layer

Ul Internals performClick()

Application

7@
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Recommendations for Ally

* Apply access control on ally library
* Provide mechanism to distinguish ally I/O from the real I/O requests
* For the security sensitive Uls, get input with proper authentication.



Bringing Assurance of User I/O in Intel SGX




Motivation & Problem

e Intel SGX

* Provides a trusted execution environment only with hardware TCB
» Security of an enclave is guaranteed even under the untrusted OS

* Challenges: SGX does not have any secure user |/O path
* All 1/0 event must be handled by the untrusted OS

* Most of existing works protect I/O through encryption
* Haven, VC3, Ryoan, SGX-TOR, etc.
e SGX-10 [CODASPY “17]

e Requires a trusted hypervisor



SGX-USB Overview

e Goal

e Establish a trusted channel between a USB port and an enclave program to
securely support the USB device I/O in an enclave

* Place a trusted hardware at the USB port (USB Proxy Device)
* Authenticates with an enclave (remote attestation)
e Delivers USB packet through the secure communication channel

* Enclave program
* Interprets USB packets (driver)
* Processes I/O at the user-level



Threat Model

* Trust
* The processor
* The application that runs in an enclave
* The remote attestation infrastructure
* Building blocks for USB proxy device
* Two public keys — from Intel and from Service Provider

* Do not trust
* Do not trust OS and other applications

» Attackers do not have physical access to the devices



Architecture
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Remote Attestation Process

[ bl Remote Attestation Intel Attestation
USB Proxy ’\E:clave Service Provider (RASP) Service
1. Init process 2.Shares g_A R

3. Shares g_B (signed by RASP)

. g - 4. Send quote that contains g_A and g_B

EEn > 4'1- Quote Sign REQ
Quoting
Enclave 4-2. Signed Quote

4 4 4 with 4-3. Sign Quote
5. Send sighed quote, encrypted wit A B
6-1 6. Send signed quote (RASP & IAS) | < enerd ypP 7" | (by RASP)

<

Ver. Sign
getg A

7. Send g_C with signature 7-1 verify signature of g_C & its public key
- (signed by RASP)

8. Use g_ A C for communication



A User’s Workflow

* If user wants to communicate with AuthMgr, then

* |Initiates RA process

* The enclave authenticates with the RASP

e USB Proxy Device authenticates with the enclave (shared g A C)
* Display authentication information

‘ N , p—— | T
RELREDeecane g E, =5 ESmn h | RRReSRaRERE R . EE EY E
SR siadalof ool il oRed +o RN _DRFN BLUE anne ) ' Gf [«%] SEEMS. GoN pep BLOE
1' ) 111111111:1::»111116
3 vvannvnm wwm ™M D2 D3 mmmm.n X VSSVDDVO RS R DO D1 3D4 DS DBD7 A K

|g., passw

N

2

hentica'i_ |

- £\ LCDRGB
£ ol KEYPAD
ForRPi

: Fifhsgssnnnnes @ ey S LCD RGB
Ol KEYPAD

ForRPi
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Use Cases

* Password manager & 2-factor authentication
* User types passwords, and it only delivered to an enclave program
* The program in enclave gets cookie and delivers the cookie to the application

* Secure video chat
* Camera, microphone, display, speaker, etc.

User device #1 User device #2

Q P‘:j:y Enclave S Enclave USB Q
A w1 i
¢ s | )

] Trusted component - Protected by Enclave Attestation
|:| Untrusted component Protected by SGX-USB

The Internet




Implementation

* Prototype of SGX-USB
e AuthMgr: get password input from a keyboard
» Raspberry Pi 3 for USB Proxy Device

* Implemented USB HID driver for keyboard in enclave
 The RASP server

e ~ 4700 lines of C++ code



Throughput (Mbps)

Evaluations

o
* Throughput Latency
300— ot A L o
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O
a
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3
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Packet Size (bytes)

Packet Size (bytes)
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Discussions

* General I/O support
* All USB devices. Possibly support devices through RDMA

* Feasibility of hardware implementation
* Required logics: USB Host, Networking, and Crypto (AES & ECHDE)
* Small firmware can drive the logics

 Availability

* Inherent limitation of Intel SGX



Conclusion

 Building Trust in the User 1/O in Computer Systems

* Integrity
e Gyrus: authorizing outgoing network traffic using user input data

* Confidentiality

* M-aegis: provide end-to-end encryption of user input/output by implementing
encryption layer on top of the Ul layer

e Authenticity

* Ally attack: pointed out security problems caused by missing checks for the source
of user input and the destination of system output

e Assurance

e SGX-USB: establishing a secure channel between a USB device and an enclave to
provide integrity, confidentiality, and authenticity of user input



